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Towards Scalable Network Traffic Measurement
with Sketches
Abstract
We are inching closer to the zettabyte era with ever-increasing volumes of traffic on
the internet. Undoubtedly, IT has become one of the most important parts of human
life, and demands on quality are increasing (e.g., low network latency, high-resolution
images, and high-resolution videos). By 2023, there will be around 100 zettabytes of
data (Source: Seagate). The increasing data volumes not only accelerated the
development of processing, storage, and I/O devices but also the development of
network infrastructure. As of now, the per-port speed of network devices reaches 400
Gbps, and high-end switches are capable of processing more than 25.6 Tbps network
traffics. As one of the key functionalities of such devices, network traffic
measurement is crucial in many fields, such as billing, load balancing, anomaly
intrusion detection, and network failure detection. However, as of now, network traffic
measurement technologies are still at an early stage and facing unprecedented
challenges. In this talk, we will discuss the challenges associated with these
measurement tasks in the zettabyte era. Subsequently, we present our sketch-based
technologies to deal with scalability issues and present an SDN-based framework to
show how to put these technologies into networked systems to scale up the
measurement system.

